ABSTRACT This paper studies an observer-based finite-time scheme for two modified projective synchronization modes, including the synchronization of multiple uncertain chaotic response systems to one drive system and transmission synchronization. First, a finite-time super-twisting observer is designed to estimate the uncertain terms. Then, a finite-time controller is proposed to guarantee the chaos synchronization, and the numerical simulations illustrate the efficiency and robustness of the proposed strategy. Finally, the applications based on chaos synchronization which include masking encryption and secure communication of the color image using DNA encoding are validated.
I. INTRODUCTION
Recently, the synchronization of multi-chaotic systems has already attracted much attention of many researchers, especially those in the fields such as cipher communication [1] , finance, meteorology and medical science. Varieties of synchronization problems of multi-chaotic systems with uncertainties or without uncertainties have been studied to achieve theoretical and practical results of multi-chaotic systems, i.e., complete synchronization, combination synchronization [2] , compound synchronization [3] and compound combination synchronization [4] . Generally, two main types of chaotic synchronization modes are discussed to realize the connection among the multi-chaotic systems. One is that only one drive system is chosen to synchronize with the remaining multiple chaotic systems, which has been widely studied in previous articles. The other is the transmission synchronization [5] - [7] , which means that the first drive system is selected as reference mode to synchronize with
The associate editor coordinating the review of this manuscript and approving it for publication was Walid Al-Hussaibi. the second system. Furthermore, the second system is also considered as the drive system to synchronize with the third system, and so on. This cascade connection in cluster chaotic networks is of priority to secure signal communication. Generally speaking, the mode of transmission synchronization is more complex, and secure communication based on transmission synchronization is better. Based on the synchronization modes above introduced, many control strategies have been taken to complete this objective, including traditional sliding mode techniques [5] , [8] , active control [9] , impulsive control [10] , etc. However, in consideration of application of practical engineering, the aforementioned studies of chaos synchronization usually focus on asymptotical convergence, but much less consider the finite-time convergence.
For asymptotical synchronization, there is no exact expectation for time so that it cannot be used to practical scenes in the strict conditions. In addition, the finite-time control strategy indicates the robustness to external disturbance of dynamical system [11] , [12] . Therefore, some relevant literature has investigated this issue to realize the finite-time synchronization. For instance, Wang et al.
designed a simple controller to realize the finite-time synchronization of unified chaotic systems [13] . Cai et al. put forward two different methods to complete the objective of different-order chaos synchronization [14] . Vincent and Guo considered simple inputs dealing with finite-time stabilization of chaotic systems [15] . Tran and Kang presented an observer-based finite-time controller to realize projective synchronization of uncertain chaotic systems [16] . From the above studies, most of the finite-time strategies focus on one-to-one synchronization mode. However, the synchronization form of multi-chaotic systems is more complex than that of one-to-one chaotic system, and the application of synchronization of multi-chaotic systems shows a broad application prospect, especially in the field of secure communications. Nowadays, the finite-time synchronization of multi-chaotic systems has been a treading topic. Recently, Chen et al. investigated the finite-time synchronization of multiple different-order chaotic systems and multiple complex-variable chaotic systems [17] , [18] . Considering the factor of unknown parameters, Sun et al. studied the double combination and real combination finite-time synchronization of multi-chaotic systems using terminal sliding mode control [19] , [20] . However, in previous articles, the influence of external perturbation was rarely discussed.
Due to the wide usage of digital color image in the world, the current image cipher scheme has transferred from the traditional ciphers, such as DES, AES and IEDS, to image cryptosystems based on chaotic maps [21] - [24] . As the regular image encryption arithmetic are derived from position confusion and diffusion process schemes, the conventional cryptograph which adopted the fixed confusion and fixed diffusion methods is not enough to satisfy the requirements of high speed and security of data encryption. Compared with the conventional methods, the chaos-based image encryption has testified to be superior, as the characteristics of chaos are sensitive to original values and parameters [25] , [26] . In this work, the procedures of encryption and decryption depend on the chaotic sequences which are obtained from the different chaotic systems, and it is more difficult for attackers to extract the key information from the encrypted data. Therefore, the chaos-based cryptology presents the complicated ciphertext to secure communication.
Motivated by the above analysis, a finite-time controller based on a super-twisting observer is proposed to realize the two synchronization modes of multiple uncertain chaotic systems with external perturbation. In [5] , the proposed sliding mode control can realize the asymptotic stability of dynamical systems. However, the convergence time cannot be guaranteed and the uncertainties cannot either be estimated. In this study, the above questions can be resolved. The uncertainties of multiple chaotic systems can be estimated by the designed super-twisting observer in a finite time. Based on Lyapunov stability and the finite-time control theory, the finite-time control scheme can guarantee that the finite-time synchronization of multi-chaotic systems can be realized in two modified projective synchronization modes.
It is proved theoretically that the super-twisting observer scheme can estimate the real values of uncertainties in the process of the multi-chaotic synchronization, and the control scheme has finite-time convergence. Numerical simulations show the efficiency and robustness of the proposed technique. In the end, this study investigates two kinds of secure communication based on chaos synchronization, especially in image process. In order to enhance the security of image, the following main encryption steps can be summarized as follows. (1) Achieve uniform distribution of image pixels through diffusion and confusion process based on chaotic sequences. (2) Convert each pixel value into a corresponding DNA coding sequence. (3) Send the encrypted image through the public channel. At the receiver, the encrypted image data can be decrypted by performing inverse operations on the encrypted image. Therefore, the applications to chaos-based secure communication can resist statistical attacks and show better security.
There exist three main contributions as follows. (1) Considering the actual engineering application, a complicated transmission modified projective synchronization mode is applied to secure communication in order to increase the security of signal communication. (2) A super-twisting observer is designed to estimate the practical uncertain term of dynamical error system. (3) Two secure communications are demonstrated to verify the availability of finite-time transmission modified projective synchronization.
The rest of this paper is organized as follows. In Section 2, the system models are formulated, some necessary assumptions and lemmas are given. In Section 3, the two finite-time chaos synchronization modes are studied, and theoretical proofs and the simulations are given. In Section 4, the two applications of transmission synchronization are introduced. Finally, the conclusions are summarized in Section 5.
II. PROBLEM FORMULATION
Considering N different m-dimensional uncertain chaotic systems with external disturbances, the first chaotic system is
where
T is a state vector;
T is a nonlinear function vector; f 1 
T are model uncertainty and external disturbance of system, respectively. Then the remaining N − 1 chaotic systems are described uniformly as
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T is a nonlinear function vector of dynamical system;
T are model uncertainty vector and external disturbance vector of system, respectively;
T is control input. The above system models are used to study the problem of modified projective synchronization (MPS) between one drive system and multiple response systems, and transmission modified projective synchronization (TMPS). Before the procedure of synchronization, some necessary definitions and assumption conditions are given.
Definition 1: For the drive system (1) and multiple response systems (2) , if there exists a constant T satisfying
and e n = x 1 − ω n x n ≡ 0, t ≥ T , where the diagonal matrix ω n = diag {ω n1 , ω n2 , . . . , ω nm }, and ω n1 , ω n2 , . . . , ω nm are the scalar factors, then error state trajectories can converge to zero in finite time T .
Definition 2: Considering the above N chaotic systems, the trajectories of nth system track the trajectories of (n−1)th system until the N chaotic systems achieve the synchronization in time T , i.e.,
and e n = x n−1 − υ n x n ≡ 0, t ≥ T , where the diagonal matrix υ n = diag {υ n1 , υ n2 , . . . , υ nm }, and υ n1 , υ n2 , . . . , υ nm are the scalar factors, then TMPS can be achieved in finite time T .
Assumption 1: Assuming that the uncertain term of multiple response systems to one drive system d e ni (x 1 ,
. . , m exist the first derivative in respect of time, respectively, and the derivatives satisfy the following condition [27] :
where ε 0i and ε 1i are positive constants. Our objective is to achieve the finite-time synchronization in accordance with Definitions 1 and 2 under the designed controllers. Before the proceeding, the following lemma is necessary to prove the validity of the proposed method.
Lemma 1: [28] If the Lyapunov function of nonlinear dynamical system satisfies the following inequalitẏ
then the system can guarantee finite-time stabilization with
where the coefficients µ, ρ > 0 and 0 < γ < 1.
III. MAIN RESULTS
In this section, both of the multi-chaotic system synchronization modes, MPS and TMPS, will be studied in two steps. Firstly, a finite-time observer based on super-twisting algorithm is designed to estimate the uncertain term. Secondly, the proposed control method is applied to guarantee that the error system can converge to zero in a finite time.
A. MODIFIED PROJECTIVE SYNCHRONIZATION BETWEEN ONE DRIVE SYSTEM AND MULTIPLE RESPONSE SYSTEMS 1) DESIGN OF A SUPER-TWISTING OBSERVER
According to Definition 1, the error system of MPS between (1) and (2) can be written aṡ
) is total uncertainty. So an observer system based on super-twisting algorithm can be designed as
where α ni , β ni are gain coefficients, andê ni ,d e ni are estimations of e ni and d e ni , respectively. Then by combining (8) and (9), the observer error system can be obtained as
whereẽ ni =ê ni −e ni ,d e ni =d e ni −d e ni and α ni , β ni > 0. In view of the discontinuity of (10), its solutions are understood in the Filippov's sense [29] .
Referring to Tran's work [17] and Moreno's work [33] , the following three theorems can be summarized. The following theorem investigates that the uncertain term d e ni of error system (8) can converge to practical value in a finite time.
Theorem 1: Ifḋ e ni satisfies the condition of Assumption 1, and the coefficients satisfy
then the trajectories of observer error system (10) can converge to zero in a finite time, i.e., there exists a time constant
and a symmetric and positive definite matrix B with
Since
, in accordance with (10), the derivative of ζ iṡ
ni . So the derivative of (12) to time t iṡ
According to Assumption 1, since ḋ e ni ≤ ε 0i , thend 2 ≤ |ẽ ni | ε 2 0i . So (14) can be further obtaineḋ
−β ni 0 , P = 0 1 T and χ = 1 0 into the matrix
In order to make sure thatV 1 < 0, the matrix B must be positive definite for all t. Based on the matrix Schur complement [31] , (16) should satisfy the following condition
i.e., α ni > 2,
. This indicates that (11) is the sufficient condition ofV 1 < 0, i.e., the estimation of uncertain term can synchronize with practical uncertain term asymptotically under the condition (11) .
Remark 1: V 1 is continuous but not differentiable atẽ ni = 0. However, the curve of system just crosses the surface of e ni = 0 and does not stay on it except when the equilibrium point of the system is reached. Therefore, it can be concluded that the first derivative of V 1 along the trajectories of (10) exists for almost all t [30] .
The following will further investigate that the observer error system (10) can converge to zero in a finite time.
Since V 1 > 0, then
. So the result of (15) can further obtaiṅ
> 0. This indicates that the convergence time of observer error system (10) is
. Therefore, the proof is completed.
2) DESIGN OF A FINITE-TIME CONTROLLER FOR ERROR SYSTEM
In this subsection, a controller based on the above observer strategy is proposed to realize stabilization of error system (8) in a finite time. In order to realize this objective, the following controller is proposed as
where the constants ϕ ni > 0, ψ ni > 0 and 0 < δ < 1.
Substituting (20) into (8) yieldṡ
Here, the finite-time convergence of error system (21) is realized in two steps. Firstly, in the previous subsection, it proves that the trajectories of observer error system (10) converge to zero in time Tẽ ni . It needs to guarantee that the trajectories of error system (21) should not escape to infinite in the convergence process of the observer error system. Secondly, it ensures that the error system (21) is finite-time stable after t ≥ Tẽ ni .
The following theorem investigates that the trajectories of (21) can not escape to infinite in t ∈ 0, Tẽ ni .
Theorem 2: If the controller (20) is satisfied, the state e ni of error system (21) is bounded in t ∈ 0, Tẽ ni .
Proof: The Lyapunov function is chosen as
and thereby the derivative of (22) to time t iṡ
From Theorem 1, since the observer error system (10) is the finite-time stable, there exists a constant η ni such that d e ni ≤ η ni in t ∈ 0, Tẽ ni . Then (23) can reduce tȯ
where V 0 = V 2 (e ni (t)) | t=0 . According to the extended form of Wintner's Theorem [32] , the state e ni is bounded in t ∈ 0, Tẽ ni . That is, the state trajectories of (21) can not escape to infinite in time t ∈ 0, Tẽ ni . Therefore, the proof is completed. From Theorem 1, the state trajectories of observer error system (10) can converge to zero in finite time, i.e.,d e ni ≡ 0 after t ≥ Tẽ ni . So (21) can reduce tȯ
The following will further investigate that the convergence time T e ni of (26) when t ≥ Tẽ ni , and the following theorem can be obtained.
Theorem 3: Ifd e ni ≡ 0 after t ≥ Tẽ ni , the system state trajectories of error system (26) can converge to zero in time
Proof: The time derivative of (22) can be rewritten aṡ
According to Lemma 1, the state e ni = 0 of (26) is finite-time stabilization point, and the convergence time
). So the proof of Theorem 3 is completed.
From Theorems 1, 2 and 3, it concludes that the dynamical error system (8) is finite-time stable under the controller (20) and the observer (9) , and the convergence time of (8) is T ni = Tẽ ni + T e ni .
3) NUMERICAL SIMULATION OF MODIFIED PROJECTIVE SYNCHRONIZATION
To illustrate the feasibility of the proposed control method, the following three chaotic systems are selected [5] : 
All of the initial conditions of (29), (30) and (31) are selected as
T respectively from literature [5] . In order to compare intuitively the results with those of in [5] , the same scaling factor vectors are chosen as ω 1 = diag {1, −1, −2} and ω 2 = diag {−1, 1, 2} from literature [5] . The error systems can be described as 
and
The parameters of the designed observer system (9) are set as α ni = 40, β ni = 200, the corresponding initial values are selected asẽ ni = 2,d e ni = 0, n = 2, 3, i = 1, 2, 3, and the proposed controllers are as 
and 
For simulation, in comparison with the results [5] , the parameters of controllers and sliding mode surfaces are taken from the reference article. Moreover, the initial values of error systems hold same. The state trajectories of error systems are depicted in Fig. 1a, b, c, d , e, f, which indicate that the state trajectories of the multiple uncertain chaotic response systems can synchronize with those of one drive system in a finite time. It is obvious that the error systems have faster convergence speed under the proposed controllers. The estimations of uncertainties are shown in Fig. 2a, b, c, d , e, f. From Fig. 2 , the results illustrate that the estimations of uncertainties can track the practical uncertain terms in a finite time. In [5] , the uncertainties of system are assumed to be bounded, and the bounded uncertainties cannot be estimated. However, by the proposed observer-based scheme in this study, the actual uncertainties can be estimated.
B. TRANSMISSION MODIFIED PROJECTIVE SYNCHRONIZATION AMONG MULTIPLE CHAOTIC SYSTEMS 1) DESIGN OF A SUPER-TWISTING OBSERVER
From Definition 2, the transmission error system between the (n − 1)th chaotic system and the nth chaotic system can be obtained aṡ
Remark 2: In (38), it is obvious that u 1, i = 0, i = 1, 2, . . . , m with n = 2. Therefore, (38) can be reduced toė
For (38) , in order to estimate the uncertain term of error system, similar to (9), the observer system can be designed 
where α ni , β ni , n = 2, 3, . . . , N , i = 1, 2, . . . , m are coefficients, which need to be designed later, andê ni andd e ni are estimations of e ni and d e ni , respectively. By combining (38) and (40), the observer error system is
It is obvious that the form of (41) is similar to that of (10) . 
it can be concluded that the observer error system (41) is finite-time stable at equilibrium point under the assumed condition ḋ e ni (x n−1 , x n , t) ≤ ε 1i from Assumption 1 and the sufficient condition α ni > 2,
with the 
2) DESIGN OF A FINITE-TIME CONTROLLER FOR ERROR SYSTEM
The previous subsection proves that the observer error system (41) can arrive at equilibrium point in time T˜e ni . In order to realize the finite-time stabilization of transmission error system (38) , it is necessary to guarantee that the trajectories of (38) cannot escape to infinite during the time intervals t ∈ 0, T˜e ni , i.e., the trajectories of (38) do not diverge in the convergence process of the observer error system (41). Therefore, the following controller is designed as
where ϕ ni > 0, ψ ni > 0 and 0 < δ < 1.
Substituting (42) 
2 as the Lyapunov function. The proof is similar to that of Theorem 3, so the convergence time T e ni can be obtained. The proof is omitted. Therefore, the error system (38) can realize finite-time stabilization under the designed controller (42) and the proposed observer system (40), and the convergence time of (38) is
3) NUMERICAL SIMULATION OF TRANSMISSION MODIFIED PROJECTIVE SYNCHRONIZATION
In this subsection, an example including three hyperchaotic systems is selected to illustrate the availability of finite-time TMPS of multi-chaotic systems under the proposed control method.
Consider the following hyperchaotic systems
x 11 x 13 − 8/3x 13 0.1x 12 
The initial values of (46), (47) and (48) T , respectively. The corresponding scaling factor vectors are given as υ 1 = diag {1, −1, −2, −1} and υ 2 = diag {2, 1, −1, 1} based on Definition 2. The error dynamical systems of TMPS can be obtained as 
(52)
The observer system (40) with the corresponding parameters α ni = 30, β ni = 200, and the corresponding initial conditions are selected asẽ n1 = 1,ẽ n2 = 2,ẽ n3 = 3,ẽ n4 = 4 andd e ni = 0, n = 2, 3, i = 1, 2, 3, 4, and the controllers are given as 
The finite-time error state trajectories, the estimations of uncertainties and the controllers are shown in Figs. 3, 4 and 5. From Fig. 3a, b , the system errors can converge to zero quickly, which means that the TMPS among (46), (47) and (48) can be realized in a finite time. From Fig. 4 , the estimations of uncertainties can synchronize with the actual values. From Fig. 5a , b, the results show that the designed controllers have no chattering.
Remark 3: In [5] , the transmission synchronization of multi-chaotic systems is realized, but the convergence is limited to asymptotical stabilization. In [5] and [18] , the uncertainties of the chaotic systems are not considered, which is inconsistent with the actual needs in the process of chaotic synchronization. Inspired by the above-mentioned articles, the scheme in this work dealing with chaos synchronization considers the case that multiple uncertain chaotic systems implement TMPS in a finite time.
IV. APPLICATIONS TO SECURE COMMUNICATION
In the following subsections, two valuable schemes to the applications of secure communication are presented based on the TMPS. (a) The trajectories of e 21 (t ), e 22 (t ), e 23 (t ) and e 24 (t ), and (b) the trajectories of e 31 (t ), e 32 (t ), e 33 (t ) and e 34 (t ).
A. CHAOTIC MASKING ENCRYPTION-DECRYPTION PROCESS
The signal transmission security of chaos-based masking communication is of great importance and priority research [33] - [35] . In the chaotic masking transmission scheme, the chaotic signal acts as the masking. A message signal, which needs to be transmitted to the receiver from the sender, is added to the masking. At the receiver, the message signal is recovered from the composite signals. In order to enhance the security of encrypted message, the carrier signal has not restricted to a single chaotic system. The application based on combination synchronization of two chaotic systems has been developed in [33] . In this work, the TMPS of multi-chaotic systems are adopted to realize the objective of chaotic masking encryption and decryption. At the receiver, the original signal can be recovered by the method of subtracting the signal of response chaotic system from the received masking signal.
To demonstrate the procedure of chaotic signal masking secure communication, (46) and (48) are considered as the encryption system and the decryption system, respectively. The message signal i (t) = 0.9 sin(20t) can be selected as the transmission signal, which needs to be masked by chaotic signal. The chaotic signal x 11 acts as the corresponding masking signal, then the encrypted signal I s (t) = i (t) + x 11 . At the receiver, the decrypted signal i c (t) can be calculated by i c (t) = I s (t)−x 14 . When the TMPS is realized, it obtains that i c (t) = i (t). The message signal i (t), the recovered signal i c (t), the error signal e = i c (t) − i (t) and the encrypted signal I s (t) are shown in Fig. 6a, b, c, d , respectively.
B. COLOR IMAGE ENCRYPTION-DECRYPTION PROCESS
Image secure communication using the TMPS of multi-chaotic systems is much more secure than that of using the synchronization with single drive system and single response system. Since the complicated construction of transmission synchronization is used in the procedure of secure communication, even though the intruder intercepts the ciphertext, the data could not be decoded in the absence of any intermediate links.
In this work, in order to verify the effectiveness of image encryption algorithm based on the TMPS, an image secure communication using DNA encoding is proposed.
As we know, the nitrogenous bases on DNA sequence include adenine(A), thymine(T), cytosine(C) and guanine(G), which can be used to denote 11, 10, 01 and 00. According to the complementary relation, there are eight kinds of rules to satisfy the needs. The eight DNA encoding rules are shown in Table 1 .
Combining with DNA encoding rules, the block diagram of RGB image secure communication is shown in Fig. 7 . Considering a color image with 256 × 256 × 3 pixels, after (46) and (48) realize the chaos synchronization, the secure communication of color image can be realized according to the following encryption and decryption schemes.
1) COLOR IMAGE ENCRYPTION PROCESS
The encryption steps of color image are as follows:
Step 1 Read the data matrices of original color image I (m * n * 3), and split the data matrices into R, G, B plaintext matrix components.
Step 2 Take the 4-dimensional different chaotic sequences from x 1 , where
T and the length of each dimensional sequence data is M = 65536. Transform each of 1-dimensional chaotic sequence from x 1 into a 2-dimensional matrix in column direction. The matrices of x 11 , x 12 , x 13 are sorted in ascending order and descending order to generate the chaotic ordered indexes as the row confusion indexes and column confusion indexes of R, G, B plaintext matrix components, respectively, and then R, G, B plaintext matrix components are converted into R 1 , G 1 , B 1 ciphertext matrix components.
Step 3 Convert the matrices R 1 , G 1 , B 1 into binary sequences in column direction, respectively, and then get the DNA sequences R DNA , G DNA , B DNA according to the rule 5 from Table 1 .
Step 4 In order to distribute the pixel values more evenly, take two parameters as
where (i, j) is the coordinate of matrix x 14 . Then get
where L is the grayscale of a pixel. Refer to
Step 3, Convert the parameter matrix c i,j into DNA sequence C DNA .
Step 5 Carry out the XOR operation for C DNA with R DNA , G DNA , B DNA , respectively, then get the encryption 
Step 6 Convert the encrypted DNA sequences R , G , B into the binary sequences according to the rule 5, and then convert the binary sequences into the 2-dimension matrices R , G , B .
Step 7 Finally, reassemble the 2-dimension matrices into an encrypted image.
2) COLOR IMAGE DECRYPTION PROCESS
The decryption steps of color image are as follows:
Step 1 Read the encrypted image to get the 2-dimension ciphertext matrices, and split 2-dimension ciphertext matrices into R , G , B ciphertext matrix components.
Step 2 Convert the 2-dimension matrices components R , G , B into the binary sequences in column direction, respectively, and then get the DNA sequences R , G , B according to the DNA encoding rule as same as in encryption process.
Step 3 Take the 4-dimentional different chaotic sequences from x 3 , where
T and the length of each dimensional sequence data is M = 65536. Transform each of 1-dimensional chaotic sequence from x 3 into a 2-dimensional matrix in column direction.
Step 4 In order to recover the pixel values, take the following two parameters.
where (i, j) is the coordinate of matrix x 34 . Then get
where L is the grayscale of a pixel. Convert the parameter matrix c i,j into DNA sequence C DNA .
Step 5 Carry out the XOR operation for C DNA with R , G , B , respectively, then get the encrypted sequences
Step 6 Convert the encrypted DNA sequences R DNA , G DNA , B DNA into the binary sequences, and then VOLUME 7, 2019 convert the binary sequences into the 2-dimension matrices R 1 , G 1 , B 1 .
Step 7 Sort the matrices of x 31 , x 32 , x 33 in ascending order and descending order as the row confusion indexes and column confusion indexes to recover the ciphertext image from R 1 , G 1 , B 1 , respectively, and then get R, G, B plaintext matrix components to recover the original image.
Therefore, the original color image with its 3-color histograms, the chaos-based encrypted color image with its 3-color histograms and the decrypted color image with its 3-color histograms are shown in Fig. 8a, b, c. respectively. Fig. 8 shows that the cipher image can be recovered from transmission channel, and the distribution of pixel values are more uniform after the encryption process. To obtain the results of the correlation between two adjacent pixels in horizontal direction, vertical direction and diagonal direction, respectively. Firstly, from a statistical point of view, 2000 pairs of adjacent pixels can be randomly taken from original color image and encrypted image, respectively. Secondly, referring to the calculate method for the correlation of two adjacent pixels in [36] , the correlation coefficients can be calculated. The results of correlation coefficients of adjacent pixels are shown in Table 2 . The correlation distributions of adjacent pixels for original color image and encrypted image in vertical direction are shown in Fig. 9 which draws the conclusion that the correlation distributions between two adjacent pixels are more uniform. Remark 4: A data encryption strategy using Two-layered chaotic networks was proposed in [37] . The transmitted package with ciphertext can be potentially intercepted through the public channel by premeditated cracker, and the ciphertext data can be violently cracked. Different from the above VOLUME 7, 2019 scheme in [37] , the proposed encryption scheme depends on TMPS of multi-chaotic systems, which improves the security that the receiver accepts the encryption data from the sender through the unsafe public channel. In [38] , the synchronization based on identical memristor-based chaotic systems was realized without considering the position confusion process of image encryption scheme. In this paper, the encrypted data using position confusion scheme based on chaotic sequence can further enhance the data security.
Remark 5: From Remark 2, when n = 2, the two applications of secure communication based on TMPS can be simplified to those of secure communication based on MPS. For the two applications of secure communication based on MPS between multiple response chaotic systems and one drive system, the drive system can be used to generate the encrypted sequences, and one response system which is selected from multiple response chaotic systems can be used to obtain the corresponding decrypted sequences. According to the two applications of secure communication based on TMPS, when n = 2 is used for TMPS, the processes of the two applications of secure communication based on MPS and TMPS are the same. Therefore, the two applications of secure communication based on MPS are omitted for simplicity.
V. CONCLUSIONS
Considering the engineering application, the finite-time synchronization control has been a general tendency. In this paper, the two chaos synchronization modes are considered to establish finite-time tracking of state trajectories of multi-chaotic systems. The designed super-twisting observer can estimate the practical uncertain term of nonlinear system in a finite time, and the proposed control strategy can persistently hold on the convergence and stabilization of system. Two simulation examples have illustrated the efficiency and robustness of the proposed strategy and verified the theoretical results. In the end, two signal application scenarios have validated the availability of secure communication based on chaos synchronization, and the image encryption using DNA encoding based on chaos synchronization can enhance the security in the process of data transmission.
